CORRIGENDUM-1

FOR

INDIAN INSTITUTE OF MANAGEMENT TIRUCHIRAPPALLI

Tender Notification No.: [IMT/2022-23/IT/VAPT/111 dated: 17/03/2023

Notice Inviting Tender for Vulnerability Assessment and Penetration Testing

(VAPT)

Corrigendum/Amendments in the tender document

1. Please refer to the above-mentioned tender document for the Vulnerability
Assessment and Penetration Testing (VAPT).

2. The queries raised by the bidders and the clarifications provided are given
below through this corrigendum — I:

P:fe Clause Clause Clarification sought Clarifications Given
Two cycles of audit to be
conducted (The initial

Mo i oo A audit and the second audit
v. A certificate are to be conducted? We SoRic b‘? .a.fter e
Scope : : : vulnerabilities). If there
4 should be provided | cannot provide a certificate i
of work : are vulnerabilities, the
after VAPT test. if the systems are Xor shoule identite wat
e el vendor should identify an
fix the same with the
support of the IT team of
[IM Tiruchirappalli.
Are all equipments
mentioned have to be
§oi% Details of audited. Will a sample All the equipments are to
Equipment method acceptable in case | be audited.
of Desktops, Access Points
which are in bulk quantity
Will guest house / canteen " ;
A person should o 4 Can be provided subject to
facility be provided. we
4 |2 visit the site during oo th m‘ ad availability during the
VAPT time il a Bl b visit.
include in total cost
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'RICITY
P:(g)e Clause Clause Clasl;:fli;lz::mn Clarifications Given
If from a security perspective, | The licenced
[IM Tlruthrappalll requires tools are ll.cenc.ed e R
that the bidders are required to | to our devices i.e :
o : the IT officials of [IM
operate on IIM Tiruchirappalli | laptop and 3 ; ; ;
: : . Tiruchirappalli. If there is
5 6 systems and not on the bidder’s | changing the S
desktops/laptops, the bidders license for one mra)\kepan e
will be required to install tools | audit is a tedious concemsythenuth le
and operate on the process. Can an Sl c: it
desktop/laptop provided by IIM | alternate method ol b
Tiruchirappalli to the bidders be worked out
Two cycles of audit to be
conducted (The initial
audit and the second audit
Conduct Post VAPT How many should be after fixing the
6 7 review/audit Compliance after | cycles of Audit vulnerabilities). If there
[IM Tiruchirappalli implements | are to be are vulnerabilities, the
the recommendations. conducted? vendor should identify
and fix the same with the
support of the IT team of
1IM Tiruchirappalli.
The Bidder must be a
The Bidder must be CERT-In S;%Tr-h}c T?pta?eled
empaneled vendor atleast for a erio?i (?f thzslas?;a
period of the last 3 consecutive | Will a break in gonsecu e
years and should continue to CERT Easan g o
7 2 = : : : A date of submission, and
remain in the panel during the | certification will bl centhie o v
currency of the contract and be acceptable Ol A the ;
should provide proof of CERT- p g
fn Empanelment currency of Fontract and
: should provide a proof of
CERT-In Empanelment.
The bidder should be registered e sl
. ¥ whether a firm :
as a company in India as per ¢ The firms registered
registered under
I 3 Company Act 1956/2013 or a i under Indian Partnership
partnership firm registered P e act are eligible to bid.
under LLP act, 2008 o p :
are eligible to bid
The vendor should haYe done g e bt b
VAPT testing at least in one of ik Bt
7 5 the.llTs,. NITS’ 1Nt ISER, with any IIM/IIT | No deviation allowed.
Universities or any other o E
: : etc., will it affect
national level-academic o
i eligibility?
organizations.
( (W 05>
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IFRICITY
P:ge Clause Clause Clarification sought Clarifications Given
5. (a) The vendor should
5. The vendor should have :]ea;; &Ogﬁevol?lz};[; tﬁs]t,lsng o
done VAPT testing at least in NITs. [IMs. [ISER s
e e .HTS’.NITS’ Hils Universities or any other
IISER, Universities or any : ‘

- . | national level academic
other national level academic Shemizations: Proot shonld
organizations. Copy(ies) of begenclose J :
work order(s) showing thal | 5. (b) To meet the eligibility

! ; criterias, copy(ies) of work
similar work(s) in the last 3 arden(s) shoviti Hat the
Sk gid bt utauie firm has executed the similar
similar works on hand and 5
S cont il work(s) in the last 3 years
o and details of current similar
commitments shall be
: : works on hand and other
P e contractual commitments
EZEZHI; c:ibtr)gilgv2023 s shall be provided by the
P s Bidder as on 28th February
Eligibility At least one similar work of 2023 as detailed below: -
7 5 Conditions for 80% of the estimated cost X he it wo.rk of
Bidders [Order copy to be enclosed]

OR
At least two similar works of
60% of the estimated cost
each [Order copy to be
enclosed]

OR
At least three similar works
of 40% of the estimated cost
each. [Order copy to be
enclosed]
The bidder should attach
copies of the work orders/
contracts, which should
indicate the scope of
work for VAPT along with
Technical Bid.

80% of the estimated cost
[Order copy to be enclosed]
OR
At least two similar works of
60% of the estimated cost
each [Order copy to be
enclosed]
OR
At least three similar works
of 40% of the estimated cost
each. [Order copy to be
enclosed]
The bidder should attach
copies of the work orders/
contracts, which should
indicate the scope of work
for VAPT along with the
Technical Bid.

The last date for submission of the Tender is extended up to 12" April 2023 (15.00 Hrs.)

All other points mentioned in the Tender document and other than the above Corrigendum, will

remain the same.
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